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Abstract: The advancements of technology along with the digitization of 

the relationships made a great impact among the centennials to 

mandatorily maintain a social media account. Despite the entertainment 

that social media provides, cyberbullying has been identified as a real 

issue in Malaysia which makes many centennials as victims. However, a 

few studies have been reported in detecting the attempt of cyberbullying 

on social media. Therefore, a solution using suitable data science 

techniques which can detect the attempt of cyberbullying on social media 

would be ideal. This research used the suspicious tweets dataset from 

Kaggle to build three supervised learning predictive models namely 

Naïve Bayes, SVM, and LSTM and tuned using Random Grid Search and 

Keras tuner to indicate a suitable solution. As a summary, Naïve Bayes 

model performed the best in terms of both accuracy and area under the 

curve (AUC) values with 88.4% and 0.81 respectively. While the LSTM 

model achieved the second-best with an accuracy of 90.6% and an AUC 

value of 0.58. Hence, with a greater number of records, both the accuracy 

and AUC values of the LSTM model can be improved.  

 

Keywords: Cyberbully, Predictive Model, Naïve Bayes, Support Vector 

Machine, RNN-LSTM, Audience/Sample 

 

_______________________________________________________________ 

 

1. Introduction 

 

Cyberbully is the act of using digital technologies to bully someone 

which could happen in social media, messaging applications, and gaming 

platforms (U.S. Department of Health and Human Services, 2020). This act 

aims to scare and shame those who are targeted. Some examples of the 

acts are spreading lies or embarrassing photos of the target, sending 

messages using violent languages by direct messaging, or impersonating 

their target and sending unwanted messages on their behalf (Mahlamgu 

& Owolawi, 2018). These are just some ways that cyberbullying is carried
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out on social media. According to an article 

published by Bark Team, which states that 

cyberbullying was escalated after online harassment 

on multiple teen suicides. One of the earliest cases 

that occurred of cyberbullying is back in 2007 when 

a 13-year-old girl named passed away due to suicide 

after her neighbours created a fake Myspace account 

to harass her. The consequence of cyberbullying can 

be fatal to the victim resulting to stress, depression, 

trauma, and possible leading to suicide (The Bark 

Team, 2017). 

 

The advancements of technology along with the 

digitization of the relationships made a great impact 

among the centennials to mandatorily maintain a 

social media account. Despite the entertainment that 

social media provides, cyberbullying has been 

identified as a real issue in Malaysia where these 

centennials are victims. However, a smaller number 

of studies have been reported in this regard in terms 

of detecting the attempt of cyberbullying on social 

media. Based on the given situation, a solution using 

suitable data science techniques that can help to 

detect the attempt of cyberbullying on social media 

would be ideal. 

 

This research topic would be useful since it 

classifies cyberbullying intent within the tweets 

since cyberbullying could come up in various kinds 

of ways. Thus, the models that were built in this 

research is under supervised machine learning 

namely Support Vector Machine and Naïve Bayes. 

Furthermore, a recurrent neural network called 

Long-short Term Memory (LSTM) was 

implemented as well. 

  

 

This research aims to detect cyberbullying intent 

within Twitter’s tweets which will help parents, 

teenagers, and authorities regarding cyberbullying 

matters and at the same time reduce the incidents 

that may happen due to cyberbullying action. Other 

than that, the end-product will not simply be a 

predictive model but give output to the decision-

makers in the form of a bag of words and word 

cloud.  

 

The objectives of this research are as follows:  

1. to perform suitable data pre-processing into 

an appropriate format for data analytics 

processing. 

2. to build a suitable text classification model 

to classify cyberbullying intent. 

3. to evaluate the performance of the 

predictive model using suitable evaluation 

measures. 

 

2. Literature review 

 

Several journal papers regarding cyberbullying 

detection using the data science approach are 

reviewed to gain an understanding of the previous 

research. Moreover, the models that are used in the 

past are explored and evaluated as follows.  

 

The table above shows some of the similar past 

research on cyberbully detection using the data 

science approach where the popular traditional 

machine learning techniques used are SVM and 

Naïve Bayes. Since the SVM and Naïve Bayes results 

in Table 1 produce unsatisfactory results. This 

research improved the evaluation results for both   

Models Research Accuracy (%) Precision (%) 
Recall (%) 

 

SVM (Dalvi, Chavan, & 

Halbe, 2020) 

52.7 71.0 71.0 

Naïve Bayes 52.7 71.0 71.0 

SVM (Al-Ajlan & Ykhlef, 

2018) 

81.3 73.0 70.0 

CNN 95.0 93.0 73.0 

1D-CNN 
(Ghosh, Chaki, & 

Kudeshia, 2021) 

96.3 96.5 96.5 

LSTM 94.1 94.8 94.3 

BiLSTM 97.4 97.0 97.7 

Table 1: Similar Journals 
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SVM and Naïve Bayes machine learning algorithms. 

Additionally, LSTM is applied in this research to 

compare the results between traditional machine 

learning and deep learning. 

 

3. Material & Methodology 

 

The blueprint of the research is the research 

methodology (Bouchrika, 2021). Among the 

methodologies, Knowledge Discovery in Databases 

(KDD), SEMMA, and Cross Industry Process for 

Data Mining (CRISP-DM) are the ones that are 

suitable for data mining projects. As a result, the 

proposed model is deployed and evaluated using 

performance measures. Hence, an explanation of 

CRISP-DM is performed. 

 

3.1 CRISP-DM Methodology 

CRISP-DM is a robust, structured, and well-proven 

methodology that is suitable for a data mining 

project. It consists of 6 iterative phases which are 

discussed as follows. (Rodrigues, 2020). The first 

phase is business understanding which 

encompasses from the business perspective on what 

would it achieve through the implementation of this 

project where objectives, project plan, resources, 

constraints and success criteria on both business and 

data mining aspect is settled based on the goal of the 

project. The second phase is data understanding, in 

which an initial dataset exploration understanding 

process. The information regarding the variables 

within the dataset will be analysed and evaluated by 

comparing it with the objectives. In the next phase is 

the data preparation with removing or manipulating 

any noise, duplication, incomplete data by using 

pre-processing techniques as well as the creation of 

new variables (Smart Vision, 2021). The modelling 

phase is where the modelling techniques are chosen 

based on the objective of the research which is to 

predict cyberbullying. Thus, support vector 

machine and Naïve Bayes machine learning 

algorithms are applied to this research and long 

short-term memory deep learning algorithm as well. 

Lastly, the evaluation of the model is performed 

using the confusion matrix which will assess the 

accuracy, precision, recall, and F1-score of the model 

to perform critical evaluations of the model. The 

accuracy, precision, F1 score, and recall is 

determined based on the formula given below.  

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒)

(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒)
   

 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒)
  

 

𝑅𝑒𝑐𝑎𝑙𝑙 =  
𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒

(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒+𝑇𝑟𝑢𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒)
  

 

𝐹1 𝑆𝑐𝑜𝑟𝑒 =  2 × 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
  

 

=  
2(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒)

2(𝑇𝑟𝑢𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒) + 𝐹𝑎𝑙𝑠𝑒 𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒 + 𝐹𝑎𝑙𝑠𝑒 𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
  

  
 

 

 

Afterwards, the deployment plan is executed 

deciding where the model is going to be deployed 

on a website as well a monitoring and maintenance 

plan is going to be performed (Smart Vision, 2021). 

 

3.2 Overview of the process model 

The Figure 1 describes the flow of the development 

of the model from the raw dataset until the 

deployment of the model. 

 
 

 

 

 

 

 

 

 

 

The dataset acquired will be pre-processed from 

data that are dirty which has noise, duplication, and 

missing records by using data pre-processing 

techniques such as data cleaning. Variable selection 

will not be performed since the data consist of only 

two columns that contain the tweets and a Boolean 

variable indicating the cyberbullying intent. Within 

the pre-processing stage, data cleaning and data 

transformation are performed. After pre-processing 

has finished, the dataset will be divided into training

Eq. 1. Accuracy, Precision, Recall, and F1-score equation 

Figure 1. Process Flow Diagram 
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and testing data sets with an 80:20 ratio. Afterwards, 

the model will be trained and tested with the pre-

processed dataset through 3 algorithms which are 

support vector machine, Naïve Bayes, and long-

term short memory. Once the model training has 

been completed, the model is evaluated to select the 

best model based on the evaluation results. Thus, 

after the best model has been identified, the best 

model will be deployed onto a web application. 

 

3.3 Method 

3.3.1 Data Pre-processing 

The first step in every data analytics project is 

exploratory data analysis (EDA) where the dataset is 

usually being explored to get an idea of the variables 

such as the data type and identify patterns to delve 

into. The dataset used for the cyberbully detection 

model is obtained on Kaggle containing suspicious 

tweets that co-relate to terrorism, threatening, and 

cyberbullying. The dataset is collected from twitter 

consisting of more than 60 thousand tweets. The 

dataset contains two columns where the first column 

is the tweet's message, and the second column 

consists of the label indicating whether it is 

suspicious (0) or non-suspicious (1).  

 
Table 2: Variable Description 

 

3.3.2 Data Exploration (Pre-cleaning) 

The Figure 2 shows the variables populating the 

label column. The proportion of the suspicious is 

outnumbered by the number of non-suspicious 

tweets by a huge margin. The suspicious tweets 

populate almost 90% of the dataset whereas the 

remaining 10% resides the suspicious tweets. The 

label column consists of a total of 53,855 records of 

non-suspicious records and 6145 suspicious records. 

The data is imbalanced in that the non-suspicious 

data is populating around 90% of the dataset while  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

the rest is the suspicious records. Hence, an 

oversampling technique called Synthetic Minority 

Oversampling Technique (SMOTE) was applied to 

perform balancing.  

 

3.3.3 Data Cleaning 

The first pre-processing step is to remove the 

duplication by using the “drop_duplicates” 

function. Once the duplicated data is removed, there 

is a total of 53,574 non-suspicious data and 6133 

suspicious data. Thus, it has been found that all the 

duplicated data are from non-suspicious data. Next, 

is to convert all the text into the lower case to make 

all the text data standardized and easier to be 

processed. Then, using the in-built function from the 

emoji library called “demojize” to convert all the 

possible emoji into text. Further data cleaning is 

performed where the message is tokenized into 

tokens by the NLTK library using the “word 

tokenize” function. Hence, each message within the 

data frame is converted into tokens. Secondly, 

tokens that contain punctuations are removed by 

using the string library to compare the tokens that 

match the punctuation library set. Then, removing 

the stop words using the NLTK stop words library 

is used to compare the tokens with the stop words 

set library. Lastly, lemmatization of each of the 

tokens using the wordnet and POS tagging is also 

included within the process to produce a more 

accurate result. 

Variable Type Description 

Message Continuous 
The tweets extracted 

from Twitter 

Label Categorical 

The one indicating 

whether it is suspicious 

or non-suspicious  

Figure 2. Pie Chart for label column 
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3.3.4 Data Transformation 

After the data cleaning has been completed, data 

partition where the data is divided into training and 

test datasets with the ratio of 80:20 is performed for 

model training purposes. Next, a count vectorizer is 

performed before training the model. It is a basic 

tool for tokenizing a set of text documents and 

creating a vocabulary of known words, as well as 

encoding new documents with that vocabulary. The 

result is an encoded vector with the full vocabulary's 

length and an integer count of how many times each 

word appears in the document. A sparse matrix will 

be generated which contains a lot of zeros by using 

the “transform” function (Brownlee, 2020). After the 

Count Vectorizer has been executed, the vectorizer 

is saved as every time it is executed again as it would 

be different and resulting in a mismatch to the 

model later.  

 

 

 

 

 

 

 

 

 

 

 
 

 

 

Synthetic Minority Oversampling Technique or 

known as the SMOTE is an oversampling technique 

using the KNN algorithm. The KNN algorithm will 

choose the closest row neighbour and place a 

synthetic point. This process will be focused on the 

minority class and be repeated until it is equal to the 

majority sample data. The SMOTE technique is 

applied to the training vectorized dataset which is 

going to be trained to the machine learning models. 

As seen in figure 3, the data suspicious data (0) is 

equal to the non-suspicious data (1) due to the 

SMOTE technique which balance out the data 

equally using overfitting. 

 

3.3.5 Data Exploration (Post-cleaning) 

Word cloud is a visual representation of words that 

gives the general idea of the dataset. In this case, the 

word cloud represents the tweet messages. The 

larger word size means that the word is more 

significant than the other words. As seen in figure 4, 

most of the words are related to ‘now’, ‘work’, 

‘today’, and many more.  

 

 

 

 

 

 

 

 

 

 

3.3.6 Supervised Machine Learning 

Supervised machine learning is an approach where 

it is using labelled datasets. The approach has been 

widely followed in the application of machine 

learning in any domain these days. The support 

vector machines, Naïve Bayes and Long Short-Term 

Memory (LSTM) deep learning algorithm were 

selected to build the model.  

 

a. Support Vector Machine (SVM) 

Support vector machine is a flexible algorithm that 

can be used in both classification and regression 

within supervised learning. But mainly SVM is used 

for classification problems (Dalvi, Chavan, & Halbe, 

2020). The main idea behind SVM is to construct a 

line called a hyperplane between two or more 

classes or categories in the best possible manner. 

After the hyperplane has been drawn to separate the 

classes or categories, the hyperplane that has a 

maximum margin is chosen and will be utilized to 

predict future data (Meng, 2019). In cases where 

there are more than two classes/categories, the more 

complex hyperplane dimension is produced (Dalvi, 

Chavan, & Halbe, 2020). 

 

b. Naïve Bayes 

Naïve Bayes is one of the supervised learning model 

algorithms for classification problems that calculates 

a probability of something belonging to a specific

Figure 3. SMOTE Result 

 

Figure 4. Word Cloud generated 
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class (Haidar, Chamoun, & Serhrouchni, 2017). The 

formula used for the Naïve Bayes classification 

algorithm is as follows: 

  

𝑃(𝑋|𝑌) =  
𝑃(𝑌|𝑋)×𝑃(𝑋)

𝑃(𝑌)
  

 

 

By using the Naïve Bayes theorem, the probability of 

X occurs given that Y has occurred. In this case, X is 

the hypothesis while Y is the evidence, assuming 

that the features are independent. Hence, the 

presence of a feature does not impact the other 

feature which comes to the term “naïve” (Gandhi, 

2018). 

 

c. Long Short-Term Memory (LSTM) 

Long Short-Term Memory is an algorithm of 

Recurrent Neural Network (RNN) that contains 

feed-forward neural network and feedback 

connections (Ghosh, Chaki, & Kudeshia, 2021). The 

RNN suffers on a “short-term memory where it 

occurs when the RNN model is performing 

backpropagation. Backpropagation is the training 

phase of the RNN model by fine-tuning the weight 

based on the error rate on every iteration. By 

adjusting the weight ensures lower error rates 

making the model more accurate and dependable 

(Al-Masri, 2019). LSTM is the solution provided for 

the short-term memory issue in RNN. In a unit of 

LSTM, the gates will learn which data in the 

sequence is crucial or to be disposed of. Through 

this, relevant information will be transmitted along 

the chain of sequences to make predictions. 

 

 

3.3.7 Hyperparameter Optimization 

Optimization is essentially adjusting the 

hyperparameter of the model to produce better 

results. Hyperparameter can be optimized using the 

scikit-learn machine learning library and the best 

optimization for classification is either using 

Random Search cross-validation or Grid Search 

cross-validation. The term “cross-validation” is a 

resampling technique for assessing machine 

learning models. According to (Satheesh, 2020), Grid 

Search CV is better in handling small datasets while 

Random Search CV is more suitable in handling 

large datasets. Since the current dataset contains 60 

thousand records and undergoes oversampling 

which increased it to about 80 thousand records. 

Thus, Random Search CV is implemented for 

optimization.  

 

4. Result and Discussion 

 

The models have a consistent result in 

predicting the suspicious tweets with accuracy 

values around 88% to 91%. The relevant 

performance measures are taken to compare as 

follows to choose the best suitable model to be 

deployed into the web application.  

 

4.1 Accuracy comparison 

In terms of accuracy, the LSTM non-optimized 

model has the highest accuracy value of 90.59%. 

Following that the both SVM models have the same 

accuracy value of 90.04%. The Naïve Bayes 

optimized model has the third highest accuracy of 

accuracy of 88.77%, followed the optimized LST model

Models Accuracy (%) Precision (%) Recall (%) F1 score (%) 
 

AUC value 

Naïve Bayes 88.45 91.28 88.45 89.49 0.81 

Naïve Bayes (Opt) 88.77 91.33 88.77 89.72 0.81 

SVM 90.04 90.54 90.04 90.27 0.76 

SVM (Opt) 90.04 90.54 90.04 90.27 0.76 

LSTM 90.59 89.15 90.59 87.87 0.58 

LSTM (Opt) 88.70 81.20 88.70 84.28 0.50 

Eq.2. Naïve Bayes Equation 

 

Table 1: Model Evaluation Results 
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and the non-optimized Naïve Bayes model with 

88.7% and 88.45%, respectively. Overall, the trained 

models have accuracies greater than 85%.  

 

4.2 Area Under the Curve (AUC) value Comparison 

In terms of AUC value, Naïve Bayes models have the 

highest AUC values, with 0.813 and 0.812 for non-

optimized and optimized, respectively. Both SVM 

models have the same AUC value of 0.76. On the 

other hand, the LSTM models are suitable for model 

deployment due to AUC values close to 0.5 which 

indicating that the LSTM models lack of class 

separation. Thus, the LSTM model cannot 

differentiate the suspicious and non-suspicious 

tweets.  

 

4.3 Insights 

Each of the model accuracies is greater than 85% 

implying that each of the models is suitable for 

deployment with the LSTM model achieving the 

highest accuracy of 90.5% and the Naïve Bayes 

model with the lowest accuracy of 88.4%. In the end, 

the Naïve Bayes model was selected as the best 

model due to the area under the curve (AUC) value. 

Thus, the fact that Naïve Bayes has the highest AUC 

value of 0.81 and with an acceptable accuracy level 

of 88.4% indicates that Naïve Bayes is the best model 

to deploy. 

 

4.4 Model Deployment 

As seen in the figures below, the web application 

needs the user to enter the tweets into the text box 

provided. If the text inputted predicted as a possible 

cyberbully intent, several links are provided for the 

user to seek help and an emergency hotline number 

if needed. 

 

5. Conclusion 

 

Giving a solution using technological advancements 

such as a predictive model is beneficial for the social 

media domain. There are four models produced 

good results with Naïve Bayes being chosen as the 

best model with 88% accuracy. Proper data pre-

processing and optimisation methods are used to 

build a more effective model with higher accuracy 

than in the past. Several improvements can be made 

where the layers in the LSTM algorithm can be 

improved as many options are available and more 

unique choices and combinations for the traditional 

algorithm like the random forest could be applied as 

well.  
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